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ENTANGLEMENT-ENHANCED QUANTUM KEY DISTRIBUTION 
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ABSTRACT 
 
The first functional protocol in the field of quantum cryptography, BB84 by Bennett 
and Brassard [1], demonstrates how two parties can securely generate a cryptographic 
key by transmitting single qubits (e.g., photons) on a public quantum channel and ex-
changing classical information on an authenticated public channel. 
 
Building on BB84, we present and analyze a quantum key distribution protocol [2] 
based on sending entangled N-qubit states. The entangling transformation applied to the 
randomized single-qubit states is declared in public. Because the qubits are sent and ac-
knowledged individually, any attacker is limited to accessing them one by one, which, 
due to the entangled state of the qubits, poses a fundamental restriction to the attacker. 
Proofs of security are inherited from BB84, and thus the security of the protocol is 
lower-bounded by that of BB84. 
 
The protocol is studied under any direct measurement-based (intercept-resend) attack, 
comparing the attack-induced quantum bit error rate and the attacker’s information on 
the generated key. Optimal use of two-qubit entanglement is shown to reduce the in-
formation of the attacker to be less than one third of that in BB84 for a given error rate. 
Strikingly, the attacker's information gain can be made to vanish unless the attack cap-
tures all of the entangled qubits in the N-qubit state. This protects the key distribution, 
for instance, against photon-number splitting attacks [3], and implies that the attacker’s 
information per bit is at most 1/N. For N > 2, our protocol is expected to show even 
more pronounced advantages by further optimization of the transmitted state. 
 
 
[1] C. H. Bennett and G. Brassard, in Proceedings of IEEE International Conference on 
Computers, Systems and Signal Processing (IEEE, New York, 1984), pp. 175–179. 
[2] O. Ahonen, M. Möttönen, and J. O’Brien, arXiv:0712.4241 (2007). 
[3] S. Félix, N. Gisin, A. Stefanov, and H. Zbinden, J. Mod. Opt. 48, 2009 (2001). 
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Qubits in random environments

F. Petruccione

Quantum Research Group, School of Physics, University of KwaZulu-Natal, 
Durban, South Africa

(petruccione@ukzn.ac.za)

Abstract

In situations in which a system of interest, e. g. a few qubits, are embedded in a solid, we 
might model its environment as a multi-level system of rather unknown structure 
interacting weakly with our system of interest. Decoherence phenomena in a small 
quantum system coupled to such a complex environment are modelled with the help of 
random matrices. We propose a simple model in the limit of a high dimensional 
environment [1]. The model is investigated analytically and some analytical results 
derived on the basis of free probability theory [2].

References

[1] I. Akhalwaya, M. Fannes and F. Petruccione, Qubits in random environment, J. Phys. A: 
Math. Theor. 40 (2007) 8069.
[2] F. Hiai and D. Petz, The Semicircle Law, Free Random Variables and Entropy, 
Mathematical Surveys and Monographs, vol. 77, American Mathematical Society, 2000.



Quantum Noise in a Nanomechanical Duffing

Resonator

E. Babourina, A. Doherty, G. J. Milburn

Department of Physics, School of Physical Sciences

The University of Queensland, St Lucia, QLD 4072, Australia

March 16, 2008

The signal gain and noise of an amplifier are calculated based on the
nonlinear response of a quantum nanomechanical resonator. The resonator
is biased in the nonlinear regime by a strong harmonic bias force and a small
driving signal is applied, detuned with respect to the bias force.
A resonator with a fourth order nonlinearity in elastic potential energy is
modelled as a Duffing oscillator operated in a regime where it exhibits a
loss of stability as the driving force is varied. The system is highly sensitive
to fluctuations near this fixed bifurcation point and can be used as a signal
amplifer[1] or a sensitive charge detector [2].
The damping is assumed to be via a weak coupling to a bath of harmonic
oscillators, modelled using the quantum optics master equation[3]. The car-
rier frequency of the transducer field is assumed to be large compared to
kBT/h̄ for example a microwave field in a superconducting co planar strip
line[4]. The local oscillator frequency is set to the signal frequency and thus
everything is relative to the pump frequency.
The gain and noise spectrum are optimised at different values of the local
oscillator phase. The signal to noise ratio is shown for each case and ex-
hibits advantageous operating regimes away from the bifurcation point as
expected.

References

[1] K. Wiesenfeld and B. McNamara, Phys. Rev. A 33, 629 (1986).
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Effective decoherence from bounded quantum reference frames

S.D. Bartlett1, T.R. Rudolph2,3, R.W. Spekkens4, P.S. Turner5

1School of Physics, The University of Sydney,
Sydney, New South Wales 2006, Australia

2Optics Section, Blackett Laboratory, Imperial College London,
London SW7 2BZ, United Kingdom

3Institute for Mathematical Sciences, Imperial College London,
London SW7 2BW, United Kingdom

4Department of Applied Mathematics and Theoretical Physics, University of Cambridge,
Cambridge CB3 0WA, U.K.

5Department of Physics, School of Graduate Studies, University of Tokyo,
Tokyo 113-0033, Japan

e-mail: turner@phys.s.u-tokyo.ac.jp

The role of physical reference systems in quan-
tum theory has become a topic of much interest re-
cently [1]. Typically, these reference frames (RFs)
are not explicitly included in the quantum formula-
tion of the problem; they simply give rise to classical
parameters that do not experience dynamics nor obey
quantum restrictions such as the uncertainty princi-
ple. By treating these RFs quantum mechanically, a
much richer and potentially confusing picture arises
— but as experiments requiring finer and finer con-
trol, such as those aimed at implementing quantum
information protocols, continue to progress these is-
sues are becoming more and more important. RFs
can be viewed as consumable resources in quantum
information theory [2, 3]; much like entanglement al-
lows one to perform tasks that would not be possible
under a LOCC restriction, quantum states serving as
RFs can allow one to perform tasks that would not
be possible without them, under what is sometimes
called a superselection restriction [4]. They are also
of use in foundational research, since one way to ap-
proach a background independent quantum theory is
to treat reference frames quantum mechanically [5].

Heuristically, a RF becomes perfect as it becomes
‘classical’, that is, as the relevant quantum numbers
associated to the states assigned to it grow large. It
is these perfect, classical reference systems that de-
fine, say, ‘z’ when we write down a state having an-
gular momentum component m in the z-direction.
In any real situation of course, the system that de-
fines the RF is finite, but so large it can accurately
be considered classical. As attempts are made to
construct devices suited to, for example, manipulate
quantum information however, these reference sys-
tems can shrink to a point where the classical ap-
proximation is invalid. By limiting the size of a RF,
we limit the ability to exactly define states, opera-
tions and measurements of a quantum system. The
nature of these limitations is much like decoherence
in the system of interest, and it is this aspect of the
problem that we wish to investigate here.

For describing preparations, operations and mea-

surements on a system when one’s RF is imperfect, it
is often possible to describe these preparations, op-
erations and measurements as if one had access to
a perfect RF provided that the system is subjected
to a specific decoherence process first. One is led,
then, to ask whether it is possible to continue to
treat bounded RFs outside the quantum formalism
by positing an unavoidable decoherence. In other
words, if such a description existed, then the bounded
size of the RF could be said to effectively reduce the
purity and/or coherence of systems described with re-
spect to it. This form of decoherence is found when-
ever the size of the reference system is bounded. It
is an interesting open problem to identify the appro-
priate decoherence maps (if they exist) that describe
the dynamics of a system relative to a bounded (par-
ticularly non-Abelian) RF.

Here we demonstrate that, for RFs associated with
some (Abelian or non-Abelian) Lie group, a bounded
RF can still be treated externally and there is an
effective decoherence as a result. We show that the
decoherence can be viewed as a lack of information
about the “orientation” of a classical RF. That is,
the system can be viewed as classically correlated to
the state of a classical RF, and one might possess
imprecise information about this classical correlation.

References

[1] S. D. Bartlett, T. Rudolph and R. W. Spekkens,
Rev. Mod. Phys. 79, 555 (2007).

[2] S. D. Bartlett, T. Rudolph, R. W. Spekkens, P.
S. Turner, New J. Phys. 8, 58 (2006).

[3] G. Gour and R. W. Spekkens,
quant-ph/0711.0043, (2007).

[4] A. Kitaev, D. Mayers and J. Preskill, Phys.Rev.
A 69, 052326 (2004).

[5] D. Poulin, Int.J.Theor.Phys. 45, 1189 (2006).
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The CHSH-Bell Inequality and Tsirelson’s Bound with 

Postselection 
 

Dominic W. Berry
1
, Hyunseok Jeong

2,3
, Magdalena Stobińska

4
, and Timothy C. Ralph

2
 

1
 Centre for Quantum Computer Technology, Macquarie University, Sydney, NSW 2109, Australia 

2
 Centre for Quantum Computer Technology, Department of Physics, The University of Queensland, 

Brisbane, Queensland 4072, Australia 
3
 Department of Physics and Astronomy, Seoul National University, Seoul, 151-742, Korea 

 4
 Instytut Fizyki Teoretycznej, Uniwersytet Warszawski,Warszawa 00–681, Poland 

 

Abstract: We show the necessary and sufficient conditions on loss for valid CHSH-Bell 

experiments, and propose an experiment with loss which should violate Tsirelson’s bound for 

entangled states. 

 

Violation of Bell inequalities [1–3] provides powerful evidence that quantum theory is fundamental, and that 

there are not underlying hidden variables.  In the case of the CHSH version of Bell's inequality [2], the 

absolute value of the Bell function, which describes the quantum correlation between two systems, is not 

allowed to exceed 2 by a local hidden variable theory.  For entangled quantum systems the Bell function can 

exceed 2, but is still limited by Tsirelson’s bound of 2
3/2

 [4]. 

All spatially separate experiments to date rely on postselection.  For the CHSH-Bell inequality, the 

interpretation of the results relies on the fair sampling assumption [2,5].  That is, it is assumed that the 

efficiency is independent of the measurement settings, so the ensemble of detected pairs of photons provides 

a fair statistical sample of the ensemble of emitted pairs.  It has been shown that the efficiency may 

alternatively depend on the measurement setting, but be independent of hidden variables [6].  Usually it is 

assumed that the efficiency is independent of both the measurement setting and hidden variables. 

Here we show that all of these assumptions are more restrictive than necessary, and show the conditions 

on the loss which are necessary and sufficient for the CHSH-Bell inequality to be valid.  We determine the 

conditions both in the case where it is required that the CHSH-Bell inequality holds for local hidden 

variables, and the case where it is required that it holds for unentangled states. 

Given that it is possible to apply postselection, it would be useful to design this postselection to enhance 

the violation of the CHSH-Bell inequality for entangled states.  A method of using postselection on three 

qubits to enable violations of the CHSH-Bell inequality beyond Tsirelson’s bound was proposed by Cabello 

[7].  Cabello’s proposal has the drawback that if one processes the data for a separable state in the same way 

as for an entangled state, the CHSH-Bell inequality is violated. 

We find that the condition that is necessary to ensure that the CHSH-Bell inequality is not violated for 

unentangled states is also sufficient to ensure that Tsirelson’s bound is satisfied for arbitrary states.  This 

means that it is a difficult task to violate Tsirelson’s bound using postselection, because the type of loss 

required to violate Tsirelson’s bound for entangled states also allows the CHSH-Bell inequality to be 

violated for unentangled states. 

Despite this difficulty, we have found a method of using postselection to violate Tsirelson’s bound while 

ensuring that the CHSH-Bell inequality is satisfied for unentangled states.  This experiment uses nonunitary 

transformations with nonzero probability of failure, and can be achieved with current technology using the 

photon-polarization qubit basis.  In contrast to Cabello’s proposal, ours requires only two qubits and does not 

allow violation of the CHSH-Bell inequality with unentangled states. 
 

[1] S. Bell, Physics 1, 195 (1964). 

[2] J. F. Clauser, M. A. Horne, A. Shimony, and R. A. Holt, Phys. Rev. Lett. 23, 880 (1969). 

[3] S. J. Freedman and J. F. Clauser, Phys. Rev. Lett. 28, 938 (1972); A. Aspect, P. Grangier and G. Roser, 

Phys. Rev. Lett. 47, 460 (1981). 

[4] B. S. Tsirelson, Lett. Math. Phys. 4, 93 (1980). 

[5] J. F. Clauser and A. Shimony, Rep. Prog. Phys. 41, 1881 (1978). 

[6] A. Shafiee and M. Golshani, J. Mod. Opt. 52, 1405 (2005). 

[7] A. Cabello, Phys. Rev. Lett. 88, 060403 (2002); A. Cabello, Phys. Rev. A 66, 042114 (2002). 
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